
Adware & Malware 
Apps

Good ones…
Worthless ones…



Adware Doctor
Bad one 

Security risk….
It is sold at the Apple App 

Store
Use at your own risk…$9.99



Adware Removal Tool
Pretty worthless…
It is old and seldom 

updated.



BitMedic Anti-Virus
Available at Apple App 

store 
1 out of 3 purchasers say it is 

worthless



EtreCheck
Free .. Very High Rating

Checks your hardware and 
software

https://www.etresoft.com/



KnockKnock
Not an automatic program…

You need to read the instructions on their 
website

https://objective-see.com/products/
knockknock.html



Ransomwhere
(Good one!!!   Free…..same company as previous program)

https://objective-see.com

It watches for File Encryption
Why?…Ransomware encrypts your files and then 

asks for ransomware $$$

(Ransomwhere runs in the background after you 
install it)

If you don’t like it after you install it, it comes with an 
uninstaller



Malwarebytes
Anti-Malware

Probably the best there is…
and it is free!

https://www.malwarebytes.com/mac/



ScamZapper
Free …but for Safari only!

Automatically watches for tech 
support scams that pop up

https://sites.google.com/site/
appleclubfhs/downloads



LockRattler
Free…..Checks to see if your MacOS
security is running and tells you what 

versions you have installed
(It comes with a .pdf instruction file but it is 

not complicated)

You need the next app to show you the latest 
versions Apple released

https://eclecticlight.co/



Critical Updates
This shows you the versions of the 
latest Apple security software that 

should be on your Mac
(use it with Lock Rattler)

Free at:
https://sqwarq.com/critical-updates/


